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Executive Summary

Modern video surveillance systems generate massive volumes of high-resolution footage
that demand robust, scalable, and reliable storage. As hard drive capacities increase,
integrators face a hidden threat: Unrecoverable Read Errors (UREs) that can cause
catastrophic data loss—especially during RAID rebuilds.

This white paper demystifies UREs and their implications, explains RAID configurations in
layperson terms, and introduces LTO tape as a complementary archival technology. By
learning how to properly size RAID groups and implement tiered storage strategies,
integrators can protect critical video data, reduce total system cost, and meet legal retention
obligations.

1. Introduction: Why Storage Design Now Matters More Than Ever
Surveillance environments today often include:

- Dozens or hundreds of high-definition IP cameras

- 30-180+ day retention periods

- Centralized servers with hundreds of terabytes (TB) or petabytes of data

With this scale, the integrity of your storage architecture becomes just as important as
camera placement or video management software (VMS). A RAID failure during a rebuild
due to an unrecoverable read error (URE) can result in total data loss.

2. What Is a URE (Unrecoverable Read Error)?

A URE occurs when a hard drive cannot read a block of data after multiple retries. [t means
the data is permanently inaccessible.

In a RAID system, if one drive fails, the array can rebuild lost data. But if another drive has a
URE during the rebuild, the process can fail—causing total array loss.



3. Understanding the Math: How Common Are UREs?
Drive Class | URE Rate | Read Capacity Before Expected Error

__________________ e
Consumer HDD | 1in 10714 bits | ~12.5TB

Enterprise HDD |1in 10715 bits | ~125TB

With modern 20-28 TB drives, reading even one full drive during a rebuild can risk a URE.

4. RAID for Surveillance: Choosing the Right Level
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5. LTO Tape: Reliable Archive for Aged Footage




6. Designing a Tiered Storage Workflow
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7. Maintenance & Monitoring Best Practices
- Schedule RAID scrubs (detect silent corruption)

- Monitor SMART data

- Replace aging drives proactively

- Test LTO tapes and recovery workflows

8. Compliance Considerations

- GDPR / CCPA / HIPAA: Long-term retention & protection
- Use WORM LTO tapes for evidence integrity

- Ensure tamper-proof and auditable logs

9. Summary Recommendations

Topic | Recommendation

___________________ |--mmmmmmmemeemen e e aa
RAID Configuration | Use RAID 6 or RAID 60 only

Group Sizing | Keep RAID groups <12 drives / <300 TB
LTO Integration | Archive aged footage after 30-60 days



Monitoring | Regular scrubs and SMART analysis
Compliance | Use LTO WORM and retention rules

10. Conclusion

Storage is not just about capacity—it’s about reliability, longevity, and compliance. As
surveillance storage systems scale up, UREs present a hidden but serious risk. By using
RAID 60 for active footage and LTO for archiving, integrators can protect video data, reduce
costs, and meet retention mandates.



